
Acceptable Use Policy – Computer, Technology, Email, Cell Phone, Internet, Social Media 

43-1. Policy. The Town of Fairhaven may provide email and/or Internet access to employees who are 
connected to the municipal network server at the Town Offices and, additionally, to various employees 
in other town buildings. The purpose of providing these services to employees is to improve 
communication between departments and to provide the means to communicate and obtain 
information via the Internet. These services shall be used to improve the efficiency and effectiveness of 
municipal operations. Access and Control of the Town’s technology resources, equipment, and 
information shall be as follows:

The Town has established these policies to set the standards for the proper and allowed uses of the 
Town’s telecommunications systems including telephones, email, facsimile machines (faxes), cell 
phones, and the Internet, including social media, and to set the standards expected of town personnel in 
the use of private equipment and media. The use of these capabilities and equipment is subject to the 
same management oversight as any other employee activity. The Town reserves the right to review and 
monitor employees’ use of Town systems and communication devices. Employees are advised that they 
have no legitimate expectation of privacy in regard to their use of the Town’s system and 
communication devices. 

Violation(s) of this policy may result in disciplinary action being taken against the employee, up to and 
including termination from employment. 

Email: Electronic data in the form of email is considered a public record and as such is subject to the 
requirements of the Public Records Law (MGL c 66) including the requirement to maintain that data, and 
as applicable to make that data available to the public upon request. Federal courts have also held that 
electronic mail is considered a record for purposes of the Federal Freedom of Information Act. Electronic 
data that is generated or communicate by a town employee in the course of his employment, will be 
considered a public record regardless of whether the equipment used is town owned or personally 
owned. 

Appropriate Use: Email and related online services are the property of the Town and are to be used for 
business matters directly related to the operational activities of the Town and as a means to further the 
Town’s objective to provide efficient, complete, accurate, and timely services. 

Users shall act professionally, properly identifying themselves, and shall ensure that they do not 
misrepresent themselves or the Town. 

The telecommunications systems (including Town office Wi-Fi access) shall not be used for: 

• Personal gain or to conduct personal business, political activity, non-Town-related fundraising
activity, or charitable activity;

• The transmission of materials used for commercial promotion, product endorsement, or political
lobbying;

• Discriminate, or promote discrimination, on the basis of race, color, national origin, age, marital
status, sex, political affiliation, religion, disability, or sexual preference; to promote, cause, or
contribute to sexual harassment; or to promote personal, political, or religious business or
beliefs;

• To violate any of the Town’s personnel policies;



• For any illegal activity, including but not limited to, the transmission of copyrighted or trade 
secret material, the transmission of obscene, defamatory, or threatening material, or the 
propagation of any criminal activity. 

No user shall violate the computer security systems or procedures implemented by the Town, the IT 
Director or his/her designee, including proper use of passwords, security systems, and virus detection 
programs. For security purposes, employees should either log off or revert to a password screensaver 
when leave their computer for an extended period. When leaving for the day, employees should log off 
and power down all electronic equipment. 

Employees are expected to use careful consideration before opening emails or files from unknown 
senders. Employees are prohibited from downloading or transferring unauthorized software or files. No 
user shall pirate, download, or transfer software for which the user does not have the proper licensing. 
Additional restrictions or regulations on the importing of remote files may from time to time be 
imposed, and such restrictions or regulations shall be considered part of this policy. 

Internet browsing should be limited to Internet sites directly related to the user’s job function. Internet 
browsing for personal use is prohibited. The use of town equipment and access for the purpose of 
private social networking is prohibited. Users shall not engage in activities that could cause congestion 
and disruption of networks and systems, including but not limited to consuming excessive system 
resources. 

Open Meeting Law Compliance: All provisions of the Massachusetts Open Meeting Law apply to email 
communication. 

41-2. Social Networking. Whether acting within the scope of employment for the Town, or not, 
employees are encouraged to use professional judgment at all times concerning personal and 
professional use of social networking sites. In using social networking sites, employees should at all 
times be respectful to co-workers, residents, or persons seeking assistance from the Town. Employees 
should not disclose confidential information, engage in any unlawful activity, or convey information that 
is disparaging or defamatory while using social networking sites, and must refrain from making 
comments or statements based upon race, color, gender, national origin, religion, ancestry, age, sexual 
orientation, disability, maternity leave, genetics, active military status, or another basis prohibited under 
state or federal anti-discrimination statutes, or which may otherwise interfere with the ability of the 
Town government to function properly. Such statements or comments occurring online and/or through 
the use of social networking sites will not be tolerated and may be subject to disciplinary action. 

Subject to applicable law, online activity outside of work that violates the Town’s Personnel Policies may 
subject an employee to disciplinary action, up to and including termination. 

Use of social media during work hours, except as related to town business or postings, is prohibited and 
subject to disciplinary action. 

43-3. Mobile Devices Provided by the Town. Employees whose work requires the issuance of a mobile 
device will be provided such device at the recommendation of the Department Head and the approval 
of the Town Administrator. Employees who do not accept a Town mobile device, and instead opt to use 
their own device, shall be eligible to receive a stipend, upon furnished proof of cell phone invoice paid. 
Such proof shall be provided to the Town Accountant’s office, along with any reimbursement/payable 



cover sheets, and shall be signed by the Town Administrator for reimbursement. Employees who opt to 
use their own mobile devices for Town business must seek approval from their Department Head and 
should be advised that their device may be subject to records access laws. The rate of payment for cell 
phone stipends will be periodically reviewed. Proposed cell phone stipends must be included in the 
annual departmental budget and are subject to Town Meeting appropriation. Users are responsible for 
the physical safety of their Town-provided devices and must report lost/stolen/damaged equipment 
immediately to the technology staff (IT Department). 

 

43-4. Usage Guidelines. 

• Detailed records of the use of Town mobile devices are public records and may be requested at 
any time. 

• Mobile devices provided by the Town are to be used predominately for work-related purposes. 
Personal use that incurs charges must be paid for by the employee. 

• In addition to this policy, the use of mobile devices is governed by personnel policies which 
relate to the use of all Town computing equipment. 

• Town employees and elected officials may use social media and social networking services and 
tools for personal use outside of the workplace. However, these types of tools can sometimes 
blue the line between professional and personal interactions. Therefore, employees and elected 
officials are reminded that as representatives of the Town of Fairhaven, the above policies 
should be taken into consideration when participating in these services at any time, particularly 
when identifying themselves as employees of the Town or when context might lead to that 
conclusion, employees and volunteers should use discretion and common sense when 
employing social media, to help prevent inadvertently compromising professional, legal, or 
ethical standards, or otherwise violating this policy. 


